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AbstrAct
This article gives an overview of Bluetooth 

and Bluetooth Low Energy. It presents BlueTrk+, 
a lightweight application for tracking presence 
and position securely and flexibly for military-re-
lated or disconnected, intermittent, and limited 
(DIL) environments. For tracking presence, four 
schemes with varying security levels are pre-
sented for broadcasting identities. For tracking 
position, a polar-coordinate-based approach is 
used. It involves using a radar-inspired method for 
estimating direction/angle and a machine learn-
ing method for estimating distance. Experimental 
results are presented to evaluate the positioning 
methods. 

IntroductIon
Bluetooth aims to support short-range commu-
nications, typically covering a small or personal 
area. As an extension of classic Bluetooth, Blue-
tooth Low Energy (BLE) provides a low-energy 
version suitable for supporting Internet of Things 
(IoT) (e.g., sensor-based) applications in partic-
ular. While Bluetooth and BLE are designed for 
commercial applications in general, they can be 
extended or enhanced for military-related pur-
poses. Indeed, Bluetooth in general and BLE in 
particular are well suited for supporting various 
military-related applications.

In general, BLE can be used to support a 
mobile ad hoc network for scenarios as defined 
by the NATO IST-147 group (i.e., scenarios where 
people are involved in military-related operations 
in a smart city) [1]. Some key services include 
information collection, group communications, 
people management, and navigation control. One 
popular military-related application is to control 
robots through a mobile terminal. A commonly 
used Bluetooth module for research and develop-
ment purposes is the HC-05 module, which facil-
itates communications with Arduino and other 
microcontrollers. With the HC-5 module and 
other microcontrollers, a tank-based military robot 
[2] or a small unarmed ground vehicle [3] can 
be built to support tracking and object detection 
(e.g., in a battlefield). 

IoT, particularly different types of sensors, plays 
an important role in unmanned vehicles for mili-
tary operations. These sensors include pyroelec-
tric sensors, temperature sensors, metal detectors, 
gas sensors, infrared sensors, ultrasonic sensors 
for detecting/sensing heat radiation, temperature, 
metals and bombs, toxic gases, and depth and 
distance, respectively [4]. Moreover, there are 
also wearable biosensors that monitor the phys-

iological, cognitive, and emotional condition of 
a person (e.g., a soldier) [5]. To facilitate sensor 
management, an open and integrated framework 
is required [5]. For all of the aforementioned sen-
sors, BLE provides an effective, energy-efficient, 
and flexible architecture/platform supporting 
development and operation. 

Complementing the aforementioned Blue-
tooth/BLE applications, another potential mil-
itary-related application using BLE tracks both 
presence and position. As conventional BLE is 
not primarily designed for military applications, 
enhancements are required. As military-related 
applications are more demanding and sensitive, 
security should be strengthened. Apart from 
security, existing BLE systems or applications are 
often infrastructure-based. Military-related envi-
ronments are often ad hoc in nature, which are 
so-called disconnected, intermittent, and limited 
(DIL) environments. This means that conventional 
infrastructure-based solutions (e.g., for position-
ing purposes) cannot easily be deployed in these 
environments. Hence, more flexible and adap-
tive solutions are required for DIL environments 
This article presents BlueTrk+ to tackle the afore-
mentioned technical issues. The aim is to design a 
BLE-oriented lightweight application for tracking 
presence and position securely, flexibly, and adap-
tively for military-related or DIL environments.

bluetooth And ble overvIew
Bluetooth is designed to support short-range com-
munications, typically covering a personal area 
network. A good overview of Bluetooth can be 
found in [6]. The protocol model has two major 
components: transport protocols and middleware 
protocols. The transport protocols have four core 
layers: radio layer, baseband layer, link manag-
er layer, and logical link control and adaptation 
protocol (L2CAP) layer. Specified by the radio 
layer, Bluetooth operates over the 2.4 GHz band 
based on frequency hopping spread spectrum 
techniques. Based on the radio layer, the base-
band layer specifies the communication mecha-
nism for Bluetooth devices, including the network 
architecture and packet format. Bluetooth devices 
communicate with one another by forming an ad 
hoc network called a piconet using a master-slave 
communication mechanism. The link manager 
protocol is for managing the link between two 
Bluetooth devices, such as authenticating with 
one another through a challenge-and-response 
protocol and setting different operational modes. 
L2CAP provides an interface between the 
upper-layer and lower-layer protocols, allowing 
the multiplexing of logical channels. There are 
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three types of logical channels: signaling chan-
nel, connectionless channel, and connection-ori-
ented channel. The middle layer provides various 
protocols to support specific functions, such as a 
service discovery protocol, for conveying service 
information. Based on the underlying middleware 
and transport protocols, various Bluetooth appli-
cations can be developed. 

As an extension to classic Bluetooth, BLE has 
been included in the core Bluetooth standard 
(i.e., in Bluetooth specification 4.0). However, 
while it is based on a similar/related framework, 
BLE is not compatible with classic Bluetooth. A 
good overview of BLE can be found in [7]. The 
BLE protocol model has three basic layers: phys-
ical layer, link layer, and L2CAP layer, as well as 
three core elements: Attribute Protocol (ATT), 
Generic Attribute Profile (GATT), and Security 
Manager Protocol (SMP). At the physical layer, 
BLE devices operate on the 2.4 GHz band. There 
are 40 channels, including three that function as 
advertising channels. A BLE device can adver-
tise (broadcast) data through these advertising 
channels. Indeed, the advertising process can be 
used to develop tracking and positioning applica-
tions. The advertising process also facilitates the 
discovery and connection of BLE devices. Once 
connected, two BLE devices can communicate 
at the link layer through a master-slave commu-
nication mechanism. The L2CAP layer in the BLE 
protocol model can be viewed as a simplified ver-
sion of the L2CAP layer in the classic Bluetooth 
model. With a similar principle (i.e., as an inter-
face between upper and lower layers), its main 
purpose is to multiplex data from the upper lay-
ers. ATT defines a server/client-based protocol 
with various attributes stored in a server. Based on 
these attributes, various services can be defined 
and provided through GATT. SMP handles the 
security protocols. The focus is on security for 
connected BLE devices. A good overview of BLE 
security and privacy can be found in [8]. In the 
latest specification, to enhance BLE security/priva-
cy, a resolvable privacy address (RPA) is included 
based on the hash value of a random number and 
an identity resolving key (IRK). 

bluetrk+ overvIew
In this section, we provide an overview of 
BlueTrk+ for tracking presence and position in 
particular. The aim is to design a lightweight 
solution suitable for a DIL environment, focus-
ing on broadcasting identities (IDs) securely and 
estimating positions in an ad hoc manner (i.e., 
not infrastructure-based). Imagine that there are 
objects (people and things) to be tracked in an 
open area (e.g., in a military-related environment). 
Like standard BLE, each object can broadcast an 
ID (i.e., hardware and/or logical ID). Based on 
the received signals, the received signal strength 
indicator (RSSI) can also be measured, depending 
on the distance between the sender and receiver. 
For conventional BLE, the broadcast ID can be 
read by anyone. Furthermore, as an object can 
be identified based on the same ID, there can be 
security concerns, especially for sensitive applica-
tions (e.g., military-related applications). Further-
more, most BLE-based solutions are designed for 
an infrastructure-oriented environment. In many 
military-related environments, ad hoc solutions 

are often required (i.e., an infrastructure cannot 
easily be set up in a DIL environment). 

Compared to other location tracking or posi-
tioning technologies such as WiFi, LoRa, and RFID 
[9][10], BlueTrk+ has several advantages or new 
contributions in terms of effectiveness and/or 
performance. BLE is more energy-efficient than 
traditional Bluetooth, making it more suitable for 
tracking and positioning purposes. While WiFi is 
effective for communication purposes, it is more 
heavyweight and infrastructure-oriented for track-
ing or positioning purposes (i.e., less suitable for 
the DIL environment). For instance, a network of 
WiFi access points (i.e., an infrastructure) should 
be set up and the communication protocols are 
more complex. In contrast, BlueTrk+ provides a 
more lightweight tracking/positioning solution for 
an ad hoc environment in particular (i.e., no infra-
structure or pre-installed beacons/devices is/are 
required). Although LoRa can provide a similar 
lightweight solution, BLE provides a better peer-
to-peer solution. Furthermore, a Bluetooth-orient-
ed solution is beneficial because Bluetooth can 
also provide other functionalities such as cable 
replacement. While RFID (e.g., passive RFID) 
provides a cost-effective tracking and identifica-
tion solution, BlueTrk+ supports better security 
functions, which are important for military-relat-
ed applications. In particular, there are different 
levels of security for broadcasting IDs. BlueTrk+ 
seeks to address these issues. In particular, it facili-
tates tracking presence and positions securely and 
adaptively (i.e., in an ad hoc manner).

Let us first consider tracking presence based 
on an ID. We consider a general approach based 
on hardware IDs (e.g., hardware addresses) and/
or logical IDs (e.g., configurable object identifi-
ers). To enhance security for broadcasting IDs, 
Fig. 1 shows four general schemes. In the first 
scheme, instead of broadcasting a real ID, the 
sender broadcasts the corresponding hashed ID. 
Upon receiving the hashed ID, the receiver can 
compare it to a list of hashed IDs to identify the 
original ID. As hashing is simple to implement, 
this scheme is energy-efficient. However, a pre-
defined list of IDs and the corresponding hashes 
is required. In other words, it may not provide 
a general solution (e.g., for detecting gener-
al or unknown objects). In the second scheme, 
the sender broadcasts an encrypted ID, such as 
the Advanced Encryption Standard (AES). We 
assume that all devices or objects share a group 
secret key. In this case, a predefined list of IDs is 
not required, but a group secret key should be 
maintained. Furthermore, as encryption is more 
processing-intensive, this scheme is less energy-ef-
ficient. For both the first and second schemes, 
although the original ID can be hidden, it is still 
vulnerable to replay attack. For example, after 
capturing messages with hashed or encrypted 
IDs, a fake object can broadcast the hashed or 
encrypted IDs (i.e., pretending to be the real 
object). One simple way to tackle this issue is 
to set up a number of virtual IDs linking to the 
real ID (i.e., the messages are broadcast based 
on the virtual IDs representing the same object). 
In the third scheme, a key is linked to the actual 
ID. The sender broadcasts a nonce together with 
a hash of the key combined with the nonce. In 
this case, as a different nonce is broadcast each 
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time, the hash will also be diff erent. To check for 
the original ID, the receiver needs to compute the 
hash of the corresponding key of the ID togeth-
er with the received nonce (i.e., by comparing 
the computed hash and the received hash). Note 
that this scheme is based on the security privacy 
mechanism defi ned in the latest Bluetooth specifi -
cation. In this case, the RPA and IRK (i.e., the one 
linking to the Bluetooth address) can be the hash 
and key, respectively. This scheme makes replay 
attack more difficult. For example, the receiver 
can keep a list of the received hashes to elimi-
nate duplicated messages. The fourth scheme is 
an extension of the third scheme. Basically, the 
broadcast message is encrypted with a group key 
and a time-based nonce is used (e.g., including 
a timestamp or time-related information in the 
nonce). This provides two levels of security. To 
check for the ID, the message should be decrypt-
ed with a group key fi rst, and then the hash should 
be checked with another key (e.g., IRK). Further-
more, as a time-based nonce is used, replay attack 
is extremely diffi  cult because outdated messages 
can be eliminated. However, more processing is 
required (i.e., it is less energy-effi  cient), and more 
information should be transmitted. 

In summary, there are three considerations: 
security, processing, and ease of implementa-
tion. Scheme 1 can fulfill basic security by hid-
ing the IDs. As hashing is used, it is efficient in 
terms of processing. For scheme 2, the securi-
ty is stronger as encryption is used to ensure 
confidentiality. However, more processing and 
implementation complexity is required. In terms 
of security, scheme 3 can perform better than 
scheme 1 and scheme 2. In particular, replay 
attack can be tackled. Scheme 4 provides the 
highest level of security at the cost of more pro-
cessing and high implementation complexity.

In a typical BLE-based positioning system, 
an infrastructure-based approach is often used. 
Basically, fi xed beacons are used to estimate the 
positions (i.e., based on (x, y) coordinates) of 
an object based on the triangulation method in 
particular. However, this approach cannot easily 
be applied in a DIL environment. In other words, 
an ad hoc and flexible approach is required. 
Inspired by radar, we consider using a polar-co-
ordinate-based approach (i.e., using polar (r, ) 
coordinates instead of (x, y) coordinates). To 
track positions based on polar (r, ) coordinates, 
there are two sub-problems: estimating direction 

using a radar-inspired mechanism and estimating 
distance r using machine learning. To estimate 
direction , a person fi rst tries to fi nd the detected 
object’s strongest signal by circling (i.e., turning 
around with the mobile terminal to collect the 
signals and hence measuring the RSSI). Using the 
compass function (i.e., based on the magnetic 
fi eld), the mean RSSI for various directions can be 
measured. To smooth out the signals or collect-
ed data for better detection of the peak signal, 
two lightweight methods are used. Experimental 
results are presented in the next section. Inspired 
by the kNN algorithm, the fi rst method computes 
the mean angle of the k (e.g., 3) samples with the 
top three RSSIs. For example, suppose that we 
have the following measurements expressed in 
descending order of RSSI (35, –60), (32, –63), 
(33, –65), (40, –66), (42, –68), where the first 
and second numbers inside parentheses denote 
the direction/angle and RSSI, respectively. In this 
case, the estimated direction is (35+32+33)/3 = 
33°. The second method is inspired by finding 
moving averages in stock price charts. In this 
method, the n-point moving averages for both 
the RSSI values and angles is computed to deter-
mine the peak and hence the estimated direc-
tion/angle. For example, suppose we consider a 
three-point moving average (i.e., n = 3) and have 
the following measurements sorted in ascending 
order of angles: (26, –70), (29, –71), (32, –63), 
(33, –65), (35, –60). The three-point moving aver-
ages can be computed as: (29, –68), (31, –66), 
(33, –63). Note that for example, for the first 
one, the moving averages of angle and RSSI are 
computed as (26+29+32)/3 and (–70–71–63)/3, 
respectively. Based on the largest moving average 
of RSSI (i.e., –63), the estimated angle is 33°. 

For distance estimation (i.e., to estimate dis-
tance r), machine learning (i.e., supervised learn-
ing) is used based on training RSSI, as shown in 
Fig. 2. According to Fig. 2, the machine learn-
ing process has three main processes: collecting 
RSSIs and distances for training purposes, building 
the machine learning model(s), and estimating dis-
tances based on the measured RSSIs and trained 
models. Pre-training can be conducted based on 
different environments so that users can choose 
the most similar or suitable environments. The 
training part is more processing intensive, so it 
can be conducted by more powerful servers (e.g., 
in the cloud). Once the models are built, they can 
be deployed to the mobile terminals for imple-

BlueTrk+ seeks to track 
positions based on polar 

coordinates. First it detects 
the direction of the objects 

based on the peak RSSI. Then 
it estimates the distance 

based on machine learning 
using RSSI-based features.

FIGURE 1. Diff erent schemes for securely broadcasting IDs for tracking presence.
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mentation (i.e., estimating the distance based on 
measured RSSIs). This part is less complex and 
the processing is less intensive, so it can be han-
dled by mobile terminals. Re-training may also 
be conducted whenever and wherever required. 
In this case, data samples can be collected in the 
field and transmitted to a cloud for re-training. 
Then the trained model(s) can be downloaded to 
mobile terminals for implementation. In summary, 
the combination of cloud computing and mobile 
computing can facilitate eff ective implementation 
in terms of low complexity and effi  cient process-
ing.

For the training, three approaches are stud-
ied. Various machine learning (regression) mod-
els such as artifi cial neural network (ANN), kNN, 
random forest (RF) and support vector machine 
(SVM) can be used for training and distance 
estimation. In the first approach, training is con-
ducted based on mean RSSI (i.e., using the mean 
RSSI as the feature and the distance between 
the sender and receiver as the label). In the sec-
ond approach, training is conducted based on 
peak RSSI values. The third approach is similar to 
the second approach, except that the minimum 
RSSI values are used for training purposes. Let us 
explain the approaches with a simple example. 
Suppose that we have two sets of time series data 
(i.e., measured RSSI values for 1 m and 2 m). For 
the fi rst dataset for 1 m, the measured RSSI values 
are –60, –61, –62, –65, and –66, so the mean 
RSSI is –62.8. Similarly, for the second dataset 
for 2 m, the measured RSSI values are –63, –62, 
–65, –64, and –67, so the mean RSSI is  –64.2. 
Hence, for the fi rst approach, the feature values 
for the labels 1 m and 2 m are –62.8 and –64.2, 
respectively. For the second approach, to smooth 
out the data, we use n-point moving average to 
obtain the m highest RSSI values for the super-
vised learning process. For illustration purposes, 
we simply use a three-point moving average to 
obtain the highest value in the previous example 
(i.e., n = 3, m = 1). The moving averages of RSSI 
values for 1 m (starting from the third sample) are 
–61.0, –62.7, and –64.3 with the largest value 
of –61. Similarly, for 2 m, the moving averages 
of RSSI values are  –63.3, –63.7, and –65.3 with 
the largest value of –63.3. Hence, in the second 
approach, the feature values for the labels 1 m 
and 2 m are –61 and –63.3, respectively. Again, 
for illustration purposes, let us use a three-point 
moving average (i.e., for smoothing out the data) 
to obtain the lowest RSSI value for the third 
approach. It can be found that the lowest values 
are –64.3 and –65.3 for 1 m and 2 m, respec-
tively. Hence, in the third approach, the feature 
values for the labels 1 m and 2 m are –64.3 and 
–65.3, respectively. 

In summary, BlueTrk+ seeks to track positions 
based on polar coordinates. First, it detects the 
direction of the objects based on the peak RSSI. 
Then it estimates the distance based on machine 
learning using RSSI-based features. Experimental 
results aree presented in the next section to evalu-
ate the proposed methods. 

eXperImentAl results
To evaluate the proposed methods, we have 
developed a BlueTrk+ prototype (mobile app) 
based on BLE for conducting experiments. It can 

be used to receive BLE packets, detect RSSI, and 
determine the corresponding direction based on 
the compass function of a mobile terminal. To 
facilitate data processing, the mobile app can 
also store the detected RSSI values and the cor-
responding directions in a CSV fi le. With the aid 
of the BlueTrk+ prototype, the following experi-
ments and evaluations were conducted.

The fi rst experiment aims to evaluate the direc-
tion estimation methods. As an illustrative exam-
ple, Fig. 3 shows how real RSSI values vary with 
the angle/direction when a mobile terminal (i.e., 
using the BlueTrk+ mobile app) turns around. 
The actual angle/direction of the tracked object 
should be 207°, as shown in the figure. As the 
angle of the mobile terminal approaches 207°, it 
can be seen that the peak trend becomes appar-
ent (i.e., as seen from the raw RSSI). However, 
for the raw RSSI, the highest RSSI value occurs 
at about 280° (point A), not close to the actual 
direction (i.e., there is another peak due to RSSI 
fl uctuation). By considering a number of top RSSI 
values (points B, C, and D), better angle/direction 
estimation can be made based on their mean val-
ues (i.e., closer to the actual angle). Furthermore, 
by using the five-point moving average method 
to smooth out RSSI values, the estimation can 
be improved based on the top RSSI values (see 
points E, F, and G). 

Experiments were conducted to evaluate the 
direction/angle estimation methods. In an exper-
iment, the direction of a tracked object was esti-
mated at the sampling points of 1 m, 2 m, 3 m, 4 
m, and 5 m using the following methods (i.e., by 

FIGURE 2. Estimating angle/direction and distance.

FIGURE 3. Example of estimating angle/direction.
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means of circling, as mentioned previously):
• Raw-Max1/3/5: Raw RSSI data with mean of 

top 1/3/5 value(s)
• MA5-Max1/3/5: five-point moving average 

of RSSI data with mean of top 1/3/5 value(s)
• MA-10-Max1/3/5: 10-point moving average 

of RSSI data with mean of top 1/3/5 value(s)
At each sample point, 20 tests were con-

ducted to collect the data in an outdoor envi-
ronment. The aforementioned experiment was 
repeated twice at different time periods (e.g., 
to check for data consistency). The aggregated 
results were evaluated based on absolute angle 
error. Overall, more than 10,000 RSSI measure-
ments were processed. Note that performance 
depends on a variety of factors (e.g., environ-
mental factors). The aim of the experiments is 
to compare the aforementioned methods under 
the same conditions. Figure 4 shows mean 
absolute angle error and standard deviation. It 
can be seen that estimation can be improved 
by considering several peak RSSI values (i.e., 
finding their mean values). Furthermore, the 
moving averaging method can further improve 
results. Among the methods, MA10-Max5 pro-
vides the best performance in terms of mean 
absolute error and standard deviation. It was 
also found that how a mobile terminal was held 
affected performance due to the antenna posi-
tion. In other words, it is important in experi-

ments to determine the best way to hold the 
mobile terminal and use it consistently.

To evaluate the distance estimation method 
based on machine learning, the following experi-
ments were conducted. In an experiment, a scan-
ner mobile terminal with the BlueTrk+ mobile 
app scanned the BLE packets from a broadcast-
er mobile terminal at different sampling distances: 
1 m, 2 m, 3 m, 4 m, and 5 m. At each sampling 
distance, measurements were taken for a certain 
period of time (approximately 2 min). With the 
broadcasting interval set to 100 ms, there were 
around 900 RSSI measurements received at each 
sampling distance. The collected data were then 
grouped for every 30 RSSI measurements. In other 
words, one set of training data was prepared by 
30 RSSI measurements for machine learning. The 
aforementioned experiment was repeated twice 
(e.g., to check for data consistency), and the aggre-
gated data were used for machine learning. Over-
all, the training is based on close to 10,000 RSSI 
measurements. As mentioned in the previous sec-
tion, the following training features were used:
• Mean RSSI value (Mean)
• Top 5 RSSI values of five-point moving aver-

age (5MA-T5)
• Bottom 5 RSSI values of five-point moving 

average (5MA-B5)
• Top 5 RSSI values of 10-point moving aver-

age (10MA-T5)
• Bottom 5 RSSI values of 10-point moving 

average (10MA-B5)
• Raw RSSI value (i.e., each RSSI measure-

ment) (Raw) 
As an illustrative example, Fig. 5 shows real RSSI 

samples/measurements for 1 m, 3 m, and 5 m (i.e., 
the detected object was 1 m, 3 m, and 5 m from 
the receiver). It can be seen that in some cases, 
the RSSI samples for 1 m, 3 m, and 5 m overlap 
significantly (see R1), making distance estimation 
difficult. For 1 m and 3 m, while the mean RSSI 
values are close, the peak values show a wider dif-
ference. For example, for 1 m, the RSSI can reach 
certain peak values (see R2) (i.e., not reachable by 
the RSSI samples for 3 m). Similarly, for 5 m, the 
RSSI can fall to very low values more consistently 
(see R3). Overall, the use of moving averages can 
smooth out the RSSI values (see the dotted lines). 

For evaluation, the aforementioned experi-
ment was then repeated three times to collect the 
testing data. The Orange data analytics tool was 
used for data processing, and different machine 
learning models were employed and compared, 
namely SVM, random forest (RF), artificial neural 
network (ANN) (three hidden layers with 50 neu-
rons), and kNN. The distance estimation accuracy 
was evaluated based on root mean squared error 
(RMSE).

Figure 6 shows the comparison results. The 
experiments confirm the practicality of the pro-
posed methods. Note that the performance 
depends on various factors (e.g., mobile termi-
nal used, environmental factors). Our focus is 
to compare the aforementioned methods under 
the same conditions. Overall, it can be seen that 
10MA-T5 provides the best performance in terms 
of RMSE. This means that by smoothing out the 
RSSI values with a moving average and using the 
top RSSI values as features, better distance esti-
mation accuracy can be achieved.

FIGURE 5. RSSI samples/measurements.
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conclusIon
In conclusion, Bluetooth and BLE can be extend-
ed or enhanced to support military-related or DIL 
environments. BlueTrk+ is a lightweight BLE-ori-
ented application for tracking presence and posi-
tion securely, flexibly, and adaptively. Different 
levels of security can be provided to support the 
tracking of presence (i.e., based on the hardware 
of logical IDs). Inspired by radar, a polar-coordi-
nate-based approach can be used to track posi-
tion in an ad hoc manner. Machine learning can 
be employed to facilitate distance estimation. 
The experimental results should provide valuable 
insights into the development of BlueTrk+ or relat-
ed tracking applications.
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FIGURE 6. Comparison of RMSE.
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